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(57) ABSTRACT

An apparatus and method in a portable terminal for an inte-
grated login input are provided. The integrated login input
method includes, displaying a plurality of images during
registration of a password, displaying a plurality of images,
selecting one of the plurality of displayed images, determin-
ing a coordinate system according to an encryption level to be
set for the password and applying the determined coordinate
system to the selected image, changing a tilt of the portable
terminal by an angle and detecting the changed tilt, receiving
a selection of the user on a region of the selected image, and
combining the detected tilt and coordinates corresponding to
the region where the user’s selection is generated and regis-
tering the combination as the password.

24 Claims, 8 Drawing Sheets
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INTEGRATED LOGIN INPUT APPARATUS
AND METHOD IN PORTABLE TERMINAL

PRIORITY

This application claims the benefit under 35 U.S.C. §119
(a) of a Korean patent application filed in the Korean Intel-
lectual Property Office on Dec. 11, 2009 and assigned Serial
No. 10-2009-123192, the entire disclosure of which is hereby
incorporated by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an apparatus and a method
for inputting information into a portable terminal. More par-
ticularly, the present invention relates to an integrated login
input apparatus and method in a portable terminal, by which
a password having a high encryption level is set by using a
coordinate system and a tilt sensor that is included in the
portable terminal.

2. Description of the Related Art

When a personalized Internet service, such as a Social
Networking Service (SNS), is used in a portable terminal, a
basic login process is required to ensure a user’s privacy.
However, the login process results in an inconvenience to the
user when there are multiple login processes for an SNS that
becomes more finely subdivided.

To enter a password in the login process, a keyboard for a
Personal Computer (PC), a QWERTY board for a Personal
Digital Assistant (PDA) terminal, a keypad button for a por-
table terminal, and the like are generally used. However, if a
Liquid Crystal Display (LCD) is provided for any of those
devices, it typically has a smaller size such that, when the
LCD is also used as a touch screen for input, an input error is
very likely to occur due to the small size and if touch sensi-
tivity is not good. To address the foregoing problem, an inte-
grated password scheme using an auto-fill function has been
proposed.

FIGS. 1A through 1C are diagrams illustrating a screen
during password input in a portable terminal of the related art.

Referring to FIG. 1A, a portable terminal may be provided
with a 3-set keyboard for entering a password. However,
password input using a 3-set keyboard is difficult as it requires
many keystrokes. Referring to FIG. 1B, during an authenti-
cation process, a user may be inconvenienced by having to
input not only a password but also a username. Moreover, the
user may be required to answer additional questions regard-
ing the saving of and use of the password in the future.
Referring to FIG. 1C, a user may input a password using a
single key such as a numeric key. Input of a single key is easy
when used for a one-digit password. However, because the
keyboard has a limited number of keys, the degree of encryp-
tion is reduced in comparison to an input number.

Moreover, in an input scheme using motion input detected
by a motion detector of a portable terminal, users’ hand
shakes may vary from user to user so that the input scheme
may have an error according to the slight differences in degree
of vibration. In this case, when a number of input attempts is
higher than a predetermined level, the multiple inputs may
cause a lock down of the device. Thus, a scheme having large
input variation such as the motion input scheme is not suitable
for password input requiring accuracy.

SUMMARY OF THE INVENTION

An aspect of the present invention is to address at least the
above-mentioned problems and/or disadvantages and to pro-

10

15

20

25

30

35

40

45

50

55

60

65

2

vide at least the advantages described below. Accordingly, an
aspect of the present invention is to change a tilt of a portable
terminal to a user desired angle, and then display a particular
image to which a predetermined coordinate system is applied
on a display screen having a touch screen, such that a user’s
touch input on a predetermined region of the display screen
and the tilt of the portable terminal are sensed for password
registration.

According to an aspect of the present invention, an inte-
grated login input method in a portable terminal is provided.
The integrated login input method includes, displaying a plu-
rality of images during registration of a password, selecting
one of the plurality of displayed images, determining a coor-
dinate system according to an encryption level to be set for the
password and applying the determined coordinate system to
the selected image, changing a tilt of the portable terminal by
an angle and detecting the changed tilt, receiving a selection
of'the user on a region of the selected image, and combining
the detected tilt and coordinates corresponding to the region
where the user’s selection is generated and registering the
combination as the password.

According to another aspect of the present invention, an
integrated login input apparatus in a portable terminal is
provided. The integrated login input apparatus includes a tilt
sensor for acquiring a tilt according to a tilt state of the
portable terminal and a controller for applying a coordinate
system to an image selected through a display unit of the
portable terminal on the display unit, for detecting the tilt
acquired by the tilt sensor and coordinates corresponding to a
region of the displayed image selected by a user, for combin-
ing the tilt and the coordinates to store the combination as a
password, and for performing an auto-fill function with a
value stored in the memory when driving an Application
Programming Interface (API) of a program to be executed.

Other aspects, advantages, and salient features of the
invention will become apparent to those skilled in the art from
the following detailed description, which, taken in conjunc-
tion with the annexed drawings, discloses exemplary embodi-
ments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other aspects, features, and advantages of
certain exemplary embodiments of the present invention will
be more apparent from the following description taken in
conjunction with the accompanying drawings, in which:

FIGS. 1A through 1C are diagrams illustrating a screen
during password input in a portable terminal of the related art;

FIG. 2 is a block diagram of an integrated login input
apparatus in a portable terminal according to an exemplary
embodiment of the present invention;

FIG. 3 illustrates movements of a portable terminal during
an integrated login input process according to an exemplary
embodiment of the present invention;

FIGS. 4 and 5 are flowcharts illustrating an integrated login
input method in a portable terminal according to an exem-
plary embodiment of the present invention;

FIGS. 6A through 6D illustrate coordinate systems stored
in a portable terminal according to an exemplary embodiment
of the present invention;

FIGS. 7A through 7D are diagrams illustrating the appli-
cation of a filter to an image having a predetermined tilt based
on the tilt in a portable terminal according to an exemplary
embodiment of the present invention; and

FIG. 8 illustrates a change in coordinates of a coordinate
system with a tilt of a portable terminal according to an
exemplary embodiment of the present invention.
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Throughout the drawings, it should be noted that like ref-
erence numbers are used to depict the same or similar ele-
ments, features, and structures.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The following description with reference to the accompa-
nying drawings is provided to assist in a comprehensive
understanding of exemplary embodiments of the invention as
defined by the claims and their equivalents. It includes vari-
ous specific details to assist in that understanding but these are
to be regarded as merely exemplary. Accordingly, those of
ordinary skill in the art will recognize that various changes or
modifications of the embodiments described herein can be
made without departing from the scope and spirit of the
invention. In addition, descriptions of well-known functions
and constructions may be omitted for clarity and conciseness.

The terms and words used in the following description and
claims are not limited to the bibliographical meanings, but,
are merely used by the inventor to enable a clear and consis-
tent understanding of the invention. Accordingly, it should be
apparent to those skilled in the art that the following descrip-
tion of exemplary embodiments of the present invention is
provided for illustration purpose only and not for the purpose
of limiting the invention as defined by the appended claims
and their equivalents.

It is to be understood that the singular forms “a,” “an,” and
“the” include plural referents unless the context clearly dic-
tates otherwise. Thus, for example, reference to “a compo-
nent surface” includes reference to one or more of such sur-
faces.

A portable terminal as described below denotes a complex
terminal that provides a Social Networking Service (SNS)
over a wired/wireless public network. However, the present
invention is not limited thereto. Therefore, the portable ter-
minal as described in the following exemplary embodiments
of the present invention is applicable to any mobile commu-
nication terminal, and obviously, may be applied to any kind
of information communication devices and multimedia
devices, such as a digital broadcasting terminal, a Personal
Digital Assistant (PDA), a smart phone, 3’ Generation (3G)
terminals such as an International Mobile Telecommunica-
tion (IMT)-2000 terminal, a Wideband Code Division Mul-
tiple Access (WCDMA) terminal, a Global System for
Mobile Communication/General Packet Radio Service
(GSM/GPRS) terminal, and a Universal Mobile Telecommu-
nication Service (UMTS) terminal, and applications thereof.

In the following description, the term “tilt” denotes a tilt of
the portable terminal. Furthermore, according to an exem-
plary implementation, the tilt of the portable terminal is rec-
ognized as 0 degrees when the portable terminal, with refer-
ence to a normal viewing orientation, is positioned
perpendicular to the ground.

According to an exemplary embodiment of the present
invention, a password is established according to a tilt of the
portable terminal that is associated with a location of a touch
input on a displayed image.

FIG. 3 illustrates movements of a portable terminal during
an integrated login input process according to an exemplary
embodiment of the present invention.

Referring to FIG. 3, when an Application Programming
Interface (API) of a particular SNS to which the user logs in
is driven, a tilt sensor included in the portable terminal deter-
mines an angle or tilt of the portable terminal with respect to
a benchmark orientation. For example, the tilt sensor mea-
sures a tilt as O degrees when the portable terminal, with
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respect to its upright viewing orientation, is positioned per-
pendicular to the ground as indicated by 300. Similarly, the
tilt sensor measures a tilt as 90 degrees when the portable
terminal is positioned parallel to the ground as indicated by
312 and as 45 degrees when the portable terminal is posi-
tioned intermediate to the positions perpendicular to the
ground and parallel to the ground as indicated by 310. Fur-
thermore, although not illustrated in FIG. 3, the tilt sensor
determines a tilt of the portable terminal with respect to both
a horizontal plane and a vertical plane.

The portable terminal also determines an input of a user
touch on a predetermined region of an image 306 displayed
ona display screen 305. More specifically, when the user tilts
the portable terminal at an angle, such as an angle 300, 310, or
312, or any angle there between, coordinates corresponding
to the location of the touch input are detected.

The detected coordinates and the measured tilt are com-
bined and the combination is stored as a password for the
driven SNS.

Thereafter, when the API of the SNS is driven to login to
the SNS site, the stored password is used for determining
authenticity of the user.

A synopsis of the integrated login input process in a por-
table terminal according to an exemplary embodiment of the
present invention has been described above. Hereinafter, a
more detailed description will be made of an integrated login
apparatus in a portable terminal according to an exemplary
embodiment of the present invention.

FIG. 2 is a block diagram of an integrated login input
apparatus in a portable terminal according to an exemplary
embodiment of the present invention.

Referring to FIG. 2, the portable terminal includes a con-
troller 210, a memory 212, a tilt sensor 214, a display unit
216, afilteringunit 218, and a Radio Frequency (RF) unit 220.

The tilt sensor 214 is a sensor for determining a tilt of the
portable terminal. Upon sensing execution of a particular
function (e.g., driving of an API of an SNS), the tilt sensor 214
senses a horizontal tilt and a vertical tilt of the portable ter-
minal and outputs the sensed tilts to the controller 210. In
other words, the tilt sensor 214 acquires the horizontal tilt and
the vertical tilt according to a tilt state of the portable terminal
and outputs the tilts to the controller 210.

The controller 210 controls operations of the portable ter-
minal. For example, the controller 210 performs processing
and control for voice communication and data communica-
tion.

In addition, when a password is to be registered, the con-
troller 210 applies a coordinate system to an image displayed
through the display unit 216, detects a tilt acquired by the tilt
sensor 214, detects coordinates corresponding to a region
selected by the user in the displayed image, and combines the
tilt and the coordinates to store the combination as a password
for the SNS.

Thereafter, when the API of the SNS is driven to login to
the SNS site, the password stored in the memory 212 is used
to determine authenticity of the user.

More specifically, the API of a particular SNS is driven
when the portable terminal needs to enter a password in order
to join the SNS. In that case, the controller 210 displays a
plurality of images stored in the memory 212 through the
display unit 216 and receives a selection of one of the dis-
played images from the user.

The display unit 216 is implemented with a touch screen
and may also serve as a key input unit. As an example, a
selection from the user may correspond to a tapping motion
on the touch screen.
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The controller 210 determines a coordinate system accord-
ing to an encryption level to be set for the password, and
applies the determined coordinate system to the image
selected by the user.

FIGS. 6 A through 6D illustrate coordinate systems stored
in a portable terminal according to an exemplary embodiment
of the present invention.

Referring to FIG. 6A, a Cartesian coordinate system may
be applied to the image selected by the user. Alternatively, a
cylindrical coordinate system as shown in FIG. 6B, a spheri-
cal coordinate system as shown in FIG. 6C, or a toroidal
coordinate system as shown in FIG. 6D may be used. Also, the
coordinate system provided by the controller 210 may be
previously set according to the encryption level of the regis-
tration password, or may be selected by the user.

FIG. 8 illustrates a change in coordinates of a coordinate
system with a tilt of a portable terminal according to an
exemplary embodiment of the present invention.

Referring to FIG. 8, the image to which the coordinate
system is applied is displayed through the display unit 216

It can also be seen in FIG. 8 that coordinates of the coor-
dinate system change with a tilt of the portable terminal.

Asthetilt of the portable terminal increases, a weight value
is applied to the coordinate system applied to the image by
using the filtering unit 218 to acquire coordinates of the
coordinate system, as shown in respective images of FIG. 8.

In other words, after a filter is applied to the previously set
or user-selected coordinate system according to the tilt
acquired by the tilt sensor 214 of the portable terminal and
then a weight value is applied to the filter-applied coordinate
system, coordinates of a region selected by the user on the
respective images shown in FIG. 8 are detected.

As such, the aforementioned operation of the controller
210 is performed to register a password due for joining an
SNS when it is determined during the driving of the API that
there is no password corresponding to the SNS in the memory
212.

The password registration in the controller 210 is also
performed in substantially the same way as described above
when the password needs to be changed, for example when
the password is forgotten.

Afterwards, when the SNS is driven, if the password cor-
responding to the driven SNS has already been stored in the
memory 212, the controller 210 displays an image and a
coordinate system, used at the time of password registration,
through the display unit 216, and determines if the same value
as a tilt detected at the time of password registration is gen-
erated with a change in the tilt state of the portable terminal.
If the same value is generated, the controller 210 determines
if a selection on a particular region of the displayed image is
input from the user.

If'the user’s input selection on the predetermined region of
the image to which the coordinate system is applied matches
coordinates stored in the memory 212, the controller 210
permits the user to log in to the SN site.

In an exemplary implementation, an auto-login operation
may be performed by automatically providing corresponding
IDentification (ID) and password at the time of login to the
SNS site under the control of the controller 210.

Meanwhile, the memory 212 includes a Read Only
Memory (ROM), a Random Access Memory (RAM), and a
flash ROM, and stores not only programs for operating the
controller 210 but also a plurality of images, a plurality of
coordinate systems, and a combination of a tilt and coordi-
nates generated in a particular image as a password corre-
sponding to a particular SNS. The RF unit 220 performs a
wireless communication function of the portable terminal.
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6

Hereinafter, an integrated login input method in a portable
terminal according to an exemplary embodiment of the
present invention will be described.

FIGS. 4 and 5 are flowcharts illustrating an integrated login
input method in a portable terminal according to an exem-
plary embodiment of the present invention.

Referring to FIG. 4, in step 410, an API of a particular SNS
to which a user logs in is driven in the portable terminal. In
step 412, it is determined whether a password corresponding
to the driven SNS has been stored. If it is determined in step
412 that a password corresponding to the driven SNS has not
been stored, the method proceeds to step 414 to register a
password due to joining of the SNS and login to the SNS.

In step 414, a plurality of images are displayed and one of
the displayed images is selected by the user. A coordinate
system is selected according to an encryption level to be set
for the password, and the selected coordinate system is
matched to the selected image by the user so that the selected
coordinate system can be applied to the selected image by the
user.

Herein, the coordinate system may be previously set or
selected by the user.

If atilt state of the portable terminal changes in step 416, a
tilt is detected with a tilt sensor in step 418. A selection on a
predetermined region of the displayed image is input from the
user in a state where the portable terminal is tilted in step 420.
The selection input may be generated simultaneously or
sequentially.

Coordinates corresponding to the predetermined region
selected on the displayed image in step 420 are detected in
step 422, and the detected coordinates and the detected tilt are
combined to be stored as a password for the SNS in step 424.
The stored password is registered as the password for the SNS
in step 426.

In an exemplary implementation, the coordinate detection
in step 422 is performed by applying a filter to the coordinate
system previously set or selected by the user according to the
tilt detected in step 418, and applying a weight to the filter-
applied coordinates.

FIGS. 7A through 7D are diagrams illustrating the appli-
cation of a filter to an image having a predetermined tilt based
on the tilt in a portable terminal according to an exemplary
embodiment of the present invention.

Referring to FIG. 7A, a filter for weight application is
applied to a particular image to which an orthogonal coordi-
nate system has been applied. The result of the filter applica-
tion is illustrated in FIG. 7B.

Furthermore, although application of the filter as illus-
trated in FIGS. 7A and 7B was to a graphical design image,
the filter operation may be similarly applied to an actual
image, as shown in FIGS. 7C and 7D.

Referring againto FIG. 4, if it is determined in step 412 that
the password corresponding to the SNS has already been
stored, the process follows path ‘A’ illustrated in FIG. 5, for
login using the password.

Referring to FIG. 5, an image used at the time of password
registration and a coordinate system applied to the image are
displayed in step 510.

After the tilt state of the portable terminal is changed in step
512, it is determined whether the same value as a tilt detected
at the time of password registration is generated in step 514.
If it is determined in step 514 that the same tilt value is
detected as the value at the time of password registration, a
selection on a particular region of the displayed image is input
from the user in step 516.

In step 518, it is determined if the tilt and the user’s selec-
tion input on the predetermined region match previously
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stored coordinates. If it is determined in step 518 that the tilt
and the user’s selection input on the predetermined region
match previously stored coordinates, the auto-login to the
SNS site is performed in step 520. On the other hand, if it is
determined in step 518 that the tilt and the user’s selection
input on the predetermined region do not match previously
stored coordinates, the method returns to step 516 to again
receive the user’s selection. Similarly, if it is determined in
step 514 that the same tilt value is not detected as the value at
the time of password registration, the method returns to step
512 to again receive a changed tilt state.

As can be appreciated from the foregoing description, a
recognition rate of a user input can be improved by a coordi-
nate system using a filter and a tilt sensor. Moreover, in a
portable terminal using a touch screen, a password having a
high encryption level can be set through a user’s simple touch
input and a tilt state of the portable terminal.

The integrated login input method and apparatus according
to exemplary embodiments of the present invention can be
achieved as described above.

While the present invention has been shown and described
with reference to certain exemplary embodiments thereof, it
will be understood by those skilled in the art that various
changes in form and details may be made therein without
departing from the spirit and scope of the invention as defined
by the appended claims and their equivalents.

What is claimed is:

1. An integrated login input method in a portable terminal,
the method comprising:

displaying an image;

detecting a tilt of the portable terminal during the display-

ing of the image;
detecting one or more coordinates corresponding to one or
more touched points on the displayed image in a state
where the tilt of the portable terminal is maintained; and

combining the detected tilt and the one or more coordinates
and registering the combination as the password.
2. The method of claim 1, further comprising, activating an
auto-fill function during input of information after driving an
Application Programming Interface (API) of a program to
which login is to be performed.
3. The method of claim 1, wherein the tilt of the portable
terminal is perpendicular to an enlargement or reduction rate
of the image.
4. The method of claim 1, further comprising, applying at
least one of a predetermined coordinate system and selected
coordinate system by a user to the image.
5. The method of claim 4, wherein the coordinate system
comprises at least one of a Cartesian coordinate system, a
cylindrical coordinate system, a spherical coordinate system,
and a toroidal coordinate system.
6. The method of claim 4, wherein the coordinate system
applied to the image is such that coordinates of the coordinate
system change with the tilt of the portable terminal.
7. The method of claim 4, wherein the one or more coor-
dinates corresponding to the one or more touched points are
acquired by applying a filter to the coordinate system accord-
ing to tilts along three axes including an x axis, a y axis, and
a 7 axis in the angle.
8. The method of claim 4, further comprising,
determining whether a password has already been stored
when driving an Application Programming Interface
(API) of a program to be executed;

if the password has already been stored, displaying the
image, to which the coordinate system is applied, on a
display screen of the portable terminal;

detecting a change in the tilt of the portable terminal;
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comparing the changed tilt with the tilt stored during reg-
istration of the password, and, if they match, detecting
one or more touched points of the displayed image by a
user; and

if the one or more touched points match coordinates input

by the user during registration of the password, logging
in to the program to be executed.

9. The method of claim 8, wherein the program comprises
a Social Networking Service (SNS).

10. The method of claim 8, further comprising using an
auto-fill function of an IDentification (ID) and a password at
the time of login to the program.

11. The method of claim 8, wherein the detecting of the
change in the tilt comprises applying a weight value to the
filter-applied coordinates system applied to the image as the
tilt of the portable terminal increases from O degrees.

12. The method of claim 11, wherein, when the portable
terminal is positioned perpendicular to the ground, the tilt of
the portable terminal is measured as 0 degrees.

13. The method of claim 1, wherein the displayed image is
an image selected from a plurality of the images.

14. The method of claim 13, wherein the plurality of
images are displayed during registration of a password due to
joining of a particular Social Networking Service (SNS) and
further wherein the registering of the combination as the
password comprises registering the combination as the pass-
word for the SNS.

15. An integrated login input apparatus in a portable ter-
minal, the apparatus comprising:

atiltsensor for acquiring a tilt according to a tilt state of the

portable terminal; and

a controller for displaying an image through a display unit,

for detecting the tilt acquired by the tilt sensor and one or
more coordinates corresponding to one or more touched
points on the displayed image in a state where the tilt of
the portable terminal is maintained, and for combining
the tilt and the one or more coordinates to register the
combination as the password.

16. The apparatus of claim 15, wherein the one or more
coordinates are acquired by applying a weight value to a
filter-applied coordinate system applied to the image as the
tilt of the portable terminal increases.

17. The apparatus of claim 15, wherein the controller reg-
isters the password in the same manner when the password is
forgotten.

18. The apparatus of claim 15, wherein the controller acti-
vates an auto-fill function during input of information after
driving an Application Programming Interface (API) of a
program to which login is to be performed.

19. The apparatus of claim 15, wherein the combining of
the tilt and the one or more coordinates to register the com-
bination as a password comprises registering the combination
as a password for a Social Networking Service (SNS) and
further wherein an Application Programming Interface (API)
is driven for the SNS as the program to be executed.

20. The apparatus of claim 15, wherein the displayed image
is an image applied at least one of a predetermined coordinate
system and selected system by a user.

21. The apparatus of claim 20, wherein the coordinate
system comprises at least one of a Cartesian coordinate sys-
tem, a cylindrical coordinate system, a spherical coordinate
system, and a toroidal coordinate system.

22. The apparatus of claim 20, wherein the coordinate
system applied to the image is such that coordinates of the
coordinate system change with the tilt of the portable termi-
nal.
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23. The apparatus of claim 20, wherein the one or more
coordinates corresponding to the one or more touched points
are acquired by applying a filter to the coordinate system
according to tilts along three axes including an x axis, a y axis,
and a z axis in the angle.

24. The apparatus of claim 15, wherein the controller fur-
ther performs an auto-fill function with a value stored in a
memory when driving an Application Programming Interface
(API) of a program to be executed.
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